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PREFACE

This Crisis Communications Team Functional Exercise was created by Barton Dunant
Emergency Management Training and Consulting. This Exercise Plan (ExPlan) was produced
with input, advice, and assistance from Barton Dunant’s exercise planning team, which followed
the guidance set forth in the Federal Emergency Management Agency’s (FEMA’s) Homeland
Security Exercise and Evaluation Program (HSEEP).

The Crisis Communications Team Functional Exercise (FNX) Exercise Plan (ExPlan) provides
exercise participants with all the necessary tools for their roles in the exercise. It is tangible
evidence of any organization’s crisis communication team’s commitment to help communicate
private and public safety through collaborative partnerships that will prepare it to respond to any
emergency. This is an advanced exercise: it is not for beginners in the crisis communications
field.

The Crisis Communications Team FNX is an unclassified exercise. The control of information
about this exercise, is based more on public sensitivity regarding the nature of the exercise than
on the actual exercise content or communications examples created as part of the exercise. Some
exercise material is intended for the exclusive use of exercise planners, facilitators, and
evaluators, but players may view other materials deemed necessary to their performance. This
ExPlan may be viewed by all exercise participants — and can be provided in advance of the FNX
date.

All exercise participants should use appropriate guidelines to ensure the proper control of
information within their areas of expertise and to protect this material in accordance with current
jurisdictional or organizational directives. Public release of any exercise materials or conduct to
third parties is at the discretion of Barton Dunant and the organization facilitating and sponsoring
this exercise.

While this exercise is based on a scenario involving a non-profit organization, the modules
and outputs are generic and could apply to a for-profit corporation, a governmental
organization, or any non-governmental organization.
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1.

HANDLING INSTRUCTIONS

The title of this document is Crisis Communications Team Functional Exercise (FNX)
Exercise Plan (ExPlan).

The information gathered in this ExPlan is For Official Use Only (FOUQ) and should be
handled as sensitive information not to be disclosed to the public. This type of protective
marking is generally applicable to governmental organizations only, but private and non-
governmental organizations may want to consider this document to be “Confidential” or “Do
not Distribute Publicly”. This document should be safeguarded, handled, transmitted, and
stored in accordance with appropriate security directives of the organization. This FNX is
copyrighted material and reproduction of this document, in whole or in part, without prior
licensing and/or approval from Barton Dunant, a unit of York Drive, LLC is prohibited.

At a minimum, the attached materials will be disseminated only on a need-to-know basis and
when unattended, will be stored in a locked container or area offering sufficient protection
against theft, compromise, inadvertent access, and unauthorized disclosure.

For more information, please consult the following points of contact (POCs):

Michael Prasad, CEM®

Senior Research Analyst

Barton Dunant — Emergency Management Training and Consulting
info@bartondunant.com

www.bartonduant.com
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INTRODUCTION

Background

Crisis communicators usually learn their tradecraft using the “trial by fire” method — during
actual incidents they experience or by studying the after-action reporting from incidents
responded to by others. This is a functional exercise designed to provide a stressful scenario that
requires several key crisis communications outputs (talking points for executives, questions for
emergency management officials for situational awareness and resource support needs, social
media posts, press releases, etc.) — and in this exercise things will go from bad to worst very
quickly.

Purpose

The purpose of this exercise is to provide opportunities for the organization’s Crisis
Communications Team to work together collaboratively and cooperatively evaluating and
disseminating crisis action information pertaining to the incident — both in their roles to support
continued organizational operations and to serve the public during this exercise incident.

Scope

This two-hour exercise tests the capabilities and plans for crisis communicators which would be
put into action if the organization’s prime office facility (i.e., main office building) was struck by
a small aircraft. During the FNX, the simulated situation will worsen — in real time — as part of
the exercise scenario.

Target Capabilities

The National Planning Scenarios and the establishment of the National Preparedness Priorities
have steered the focus of homeland security toward a capabilities-based planning approach.
Capabilities-based planning focuses on planning under uncertainty since the next danger or
disaster can never be forecast with complete accuracy. Therefore, capabilities-based planning
takes an all-hazards approach to planning and preparation which builds capabilities that can be
applied to a wide variety of incidents. States and Territories use capabilities-based planning to
identify a baseline assessment of their homeland security efforts by comparing their current
capabilities against the Target Capabilities List (TCL) and the critical tasks of the Universal Task
List (UTL). This approach identifies gaps in current capabilities and focuses efforts on
identifying and developing priority capabilities and tasks for the jurisdiction.

The capabilities listed below have been selected by the Barton Dunant exercise planning team
from the National Planning Scenario. These capabilities provide the foundation for development
of the exercise objectives and simulated disaster scenario, as the purpose of this exercise is to
measure and validate performance of these capabilities and their associated critical tasks.

Response Mission Areas

e Emergency Public Information and Warning

Introduction 1 www.bartondunant.com
FOR OFFICIAL USE ONLY



FOR OFFICIAL USE ONLY

Barton Dunant - Double Black Diamond Series
Exercise Plan Crisis Communications Team Functional Exercise
(ExPlan) (FNX)

e On-Site Incident Management (Joint Information Center)

e Continuity of Operations for all of the organization’s departments

Recovery Mission Area

e Structural Damage Assessment (Situational Awareness and Intelligence)

e Economic and Community Recovery

Exercise Objectives

Exercise design objectives are focused on improving understanding of a response concept,
identifying opportunities or problems, and/or achieving a change in attitude. The exercise will
focus on the following design objectives (Core Capabilities) selected by the exercise planning
team:

1. Resource Coordination. Checklist items for any assistance which can be provided by the
organization for its own business continuity, including Structural Damage Assessment.
Plus, any resource requests needed by the organization from the emergency management
officials on-scene.

2. Communications. Internal messaging to staff regarding Continuity of Operations and
Situational Awareness, both during and after this incident. Customized messaging which
may vary by constituent groups/stakeholders (other than the general public) such as
employees, volunteers, major donors, and partners.

3. Media Control. Explore feedback loop capabilities of organization: how will queries and
comments from the public (and the media) be channeled and managed? A discussion on
how information flow will be coordinated when governmental agencies are involved
(such as via a Joint Information Center).

4. Public Information. Discuss options to provide timely and accurate information to the
population and assist in minimizing chaos — especially across the multiple lines of
business/operations that the organization operates at this facility. Review plans to
preclude dissemination of conflicting and outdated information, statistics, directions, etc.

Participants

e Players respond to the situation presented based on expert knowledge of response
procedures, current plans and procedures, and insights derived from training.

e Observers support the group in developing responses to the situation during the
discussion; however, they are not participants in the moderated discussion period.

e Facilitators (Controllers) provide situation updates and moderate discussions. They also
provide additional information or resolve questions as required. Key planning committee
members may also assist with facilitation as subject matter experts (SMEs) during the
functional exercise and will be part of the Situation Cell (SitCell) to both make injects
and answer questions from the Players.

Introduction 2 www.bartondunant.com
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Exercise Structure

This will be a multimedia, facilitated functional exercise. Players will participate in the following
three distinct modules:

e Module 1: Incident Notification
e Module 2: Initial Response
e Module 3: Escalating Threats and Demobilization & Recovery Planning

Each module begins with a multimedia update that summarizes the key events occurring within
that time period. Following the updates, participants review the situation and engage in a group
discussion of appropriate response/recovery issues. For the Crisis Communications Team FNX,
this could include Players such as:

e Administration (CEO, COO, CFO, etc.)

e Public Affairs Officers/Crisis Communicators
e Organization’s Facility Lead

e Organization’s Human Resources Lead

Following each module of group discussions, participants then present their results (lists, media
product, etc.) to the facilitator(s). There will be a “hot wash” after Module 3 to discuss the
exercise itself for strengths and areas of improvement for future exercises and/or changes in
plans/policies needed for the organization.

Exercise Guidelines

e While most exercises are open and low-stress — this one is not. It will be closed to the
public and media and will be high-stress. What it will not be is a “point the finger” type
of exercise. Please note: this exercise is a no-fault environment. There is value in
making mistakes — and correcting them here in this exercise, before the real events
may happen. Varying viewpoints, even disagreements, are also expected.

e Actions are based on your knowledge of current plans and capabilities (i.e., you may use
only existing assets and capabilities of your organization) and insights derived from
training. If for example, you need to put out a press release in Spanish, and none of the
Players can translate into Spanish, do not attempt to “Google” it. Mark that as an area for
improvement at the “hot wash”.

e VERY IMPORTANT: PLEASE DO NOT USE ANY “REAL WORLD” SYSTEMS
DURING THIS EXERCISE!! We do not want any accidental posts or messages sent.
Do not even check your e-mail...

e Decisions are not precedent setting and may not reflect your organization’s final position
on a given issue. This is an opportunity to discuss and present multiple options and
possible solutions.

e Issue identification is not as valuable as suggestions and recommended actions that could
improve response and preparedness efforts. Problem-solving efforts should be the focus.

Introduction 3 www.bartondunant.com
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Assumptions and Artificialities

In any exercise a number of assumptions and artificialities may be necessary to complete play in
the time allotted. During this exercise, the following apply:

e The scenario is plausible, and events occur as they are presented. Please do not “fight”
the scenario (i.e., “that would never happen to us because...”) — play the cards you are
dealt.

e There will be a few Injects — items that make you change direction or possible scrap what
you have been working on, due to changes in circumstances. But there is no “hidden
agenda”, nor any trick questions.

e All Players receive information at the same time. Please note that the Facilitators (as
Trusted Agents) have additional information ahead of the Players.

Exercise Schedule

Time | Personnel | Activity
Start of Players, Tech Setup, Initial Webinar Overview, and
Exercise Facilitators, and optional Safety Briefing (at the discretion of
(StartEx)-15 | Observers each participating organization)
StartEx-5 Facilitators and Facilitators and Observers in starting positions
Observers on main webinar link
StartEx Players, Start of Exercise (StartEx) Announcements
Facilitators, and (10 minutes to complete)
Observers
StartEx+10 | Players, Module 1 (15 Minutes)
Facilitators, and
Observers
StartEx+25 | Players, Module 2 (30 Minutes)
Facilitators, and
Observers
StartEx+55 | Players, Module 3 (30 Minutes)
Facilitators, and
Observers
StartEx+85 | Players, Break/Buffer Time (10 min)
Facilitators, and
Observers
StartEx+95 | All End of Exercise (EndEx)
Immediately | All Hot Wash/Link to detailed Participant
Following Feedback Survey (15 Minutes)
(EndEx+15)
Introduction 4 www.bartondunant.com
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MODULE 1: INCIDENT NOTIFICATION

Today, 0600 Hours

Early this morning, a large private jet taking off from a nearby airfield crashed into the third
floor of your organization’s office building.

Today, 0630 Hours

The organization’s CEO receives a call from local emergency response officials regarding the
crash. They indicate they believe there was no one in the building at the time of the crash.
Move forward through this exercise with that assumption unless told otherwise. The CEO
then notifies the Crisis Communications Team and orders them to assemble as soon as possible
at a nearby hotel, which is where the local emergency response officials have set up the Joint
Information Center for this incident.

Today, Now (StartEx+10)

Your team is now assembled virtually. A local official informs the group that this flight had
20 souls on board — 12 of them were seriously ill children being transported as part of an “angel
flight” to a medical clinic in Canada. The flight was sponsored by a retired three-star U.S. Air
Force general, who was also the pilot. The remaining seven individuals on board were from two
non-profit groups: one associated with the children and the other with military alumni. There
may be survivors stuck in the wreckage which is in the building itself. There is a fire in the
building, accelerated by the jet’s fuel which is preventing first responders from attempting any
search and rescue operations now.

First Responders need a copy of the building’s floor plan as soon as possible, as local building
code offices not yet open. Any other information about the building and who might be there at
that hour is critical to their response efforts. They are also struggling to establish and maintain a
secure perimeter near the building, in the face of an ever-growing crowd of onlookers, which
now includes a number of television news crews. Access routes to the scene must be kept open
for emergency responders, but the roadways are filling with people on foot and vehicle traffic.
Although many in the area have already started to self-evacuate, the Incident Commander
officially requests an evacuation of that section of your community surrounding the site of the
airplane crash. All of the major roads near your facility are now restricted to emergency
responders in both directions, and traffic is now backing up throughout the region. The County
and State’s Emergency Operations Centers have issued alerts, but neither has increased its
elevation level at this time as there have been no requests for additional resources.

Key Issues

e Power and other utilities are shut down in the organization’s office.
e News outlets are covering the incident and have crews on the scene.

e The incident commander is requesting an evacuation of the buildings and area around the
incident site.

Module 1: Incident Notification 5 www.bartondunant.com
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Questions (15-minute Module)

Based on the information provided, participate in the discussion concerning the issues raised in
Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that
should be addressed at this time.

The following questions are provided as suggested general subjects that you may wish to address
as the discussion progresses. These questions are not meant to constitute a definitive list of
concerns to be addressed, nor is there a requirement to address every question.

For the Crisis Communications Team
1. What checklists, plans, etc. do you have to use for this scenario?
2. What, if any, additional resources would you request (and from whom) at this time?

3. What are your priority actions at this point in the response?

For First Responders/Emergency Management

1. What other actions would your organization need from the First Responders/Emergency
Management?

2. Does your organization have the ability to assign a liaison officer to the Incident
Command structure, to represent your organization’s needs and capabilities — other than a
Public Information Officer-type crisis communications person?

For the Public Information Officer Lead (Not in your Organization)

1. Someone from local government has been assigned as the primary Public Information
Officer (PIO) and all press conferences will go through them. Does your team have
someone trained and prepared to work through this system of information dissemination
to the public?

2. What is the current plan or strategy for providing information to the media and the public
directly, aligning with what is provided through the PIO?

3. Can any of your constituent group/stakeholder messaging go through the P1IO?

Module 1: Incident Notification 6 www.bartondunant.com
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MODULE 2: INITIAL RESPONSE
Today, StartEx + 25 min

Your Crisis Communications Team is now assembled at one of the hotel’s conference rooms.
Your CEO will be there in 15 minutes (escorted by local law enforcement, due to the traffic).
You have computers and internet and telephone capability as normal (remote access). The mayor
will be holding a press conference live in 30 minutes and expects the organization’s CEO or
representative to stand behind them and speak for one minute, when called. No one will take any
questions at that press conference.

News outlets, locally at first and now nationally, continue to broadcast live footage from the
scene. Reporters and news analysts openly speculate whether this was possibly a terrorist attack,
or an unfortunate accident. Several wildly inaccurate stories based on poor or false information
have been reported, including one that claimed another private plane carrying children had
crashed at the same time. News media and the public are clamoring for information on the
incident and the status of the victims on board.

The County and State EOCs have now been fully activated, as has the National Transportation
Safety Board (NTSB). They are in contact with local authorities to coordinate the actions of State
agencies and the possible deployment of State assets in response to this incident. The Governor’s
Office has called your organization’s CEO.

The roads and public transportation system are gridlocked as people try to get into the area (both
to see the accident scene and for normal workday traffic). Citizens do not seem to know what
they should be doing or where they should be going. The local elementary school nearby has
announced it is closed due to the emergency.

Crisis Communications Team Actions (30-minute Module)
- Craft the one-minute talking points for the CEO.
- Prepare the first press release for the organization.

- Prepare social media messaging (along all of the product lines and linkages you normally
use). Note: For this exercise do not actually send any social media posts! Do not
even log into those systems...

- Prepare messaging to all constituent groups/stakeholders needed, including those to
employees for initial business continuity. If you have an emergency notification system,
prepare the messaging for that system (again, please do not actually log into those
systems for this exercise, only draft the messaging). Note that since this flight was
scheduled to travel to Canada, there may be a need to craft messaging in other
languages, such as French — and international partners/divisions may need to be notified.

- Develop any questions the team needs from First Responders/Emergency Management
and/or the PIO.

Module 2: Initial Response 7 www.bartondunant.com
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MODULE 3: ONGOING OPERATIONS
Today, StartEx + 55 Min

With the incident widely suspected to have been a criminal act, the Federal Bureau of
Investigation (FBI) from the local field office has arrived at the scene and is now coordinating
with first responders. The tone and mood of the hotel conference rooms has shifted from an
accident response to one where active terrorism is suspected and being investigated at the same
time.

People are swamping your organization’s other offices and call centers with inquiries about their
loved ones who might have been on the airplane or in the area at the time of the crash, while
other frantic family members have made their way to the security perimeter to seek help in
locating their missing relatives.

The fire is now out, and Urban Search and Rescue (US&R) efforts have restarted in the building
and are expected to continue all day. So far, two seriously injured firefighters are freed from a
collapsed portion of the building but are expected to survive. Unfortunately, all 20 of the
passengers and crew from the crashed airplane appear to be deceased. The PIO asks that this
information not be shared with the public at this time, since they have not made any notifications
to the families (and official death declarations have not been made, due to the unsafe conditions
still in the building).

Crisis Communications Team Actions (30-minute Module)
- Craft another one-minute set of talking points for the CEO.
- Prepare the second press release for the organization.

- Prepare updated social media messaging (along all of the product lines and linkages you
normally use). Note: For this exercise do not actually send any social media posts!
Do not even log into those systems...

- Prepare additional messaging to all constituent groups/stakeholders needed, including
those to employees for longer term business continuity. If you have an emergency
notification system, prepare the updated messaging for that system (again, please do not
actually log into those systems for this exercise, only draft the messaging).

- Develop any additional questions the team needs from First Responders/Emergency
Management and/or the PIO.

Module 3: Ongoing Operations 8 www.bartondunant.com
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HoT WASH
Today, EndEx

We hope you gained some knowledge from this exercise. A reminder again, that the Exercise
Objectives were:

- Resource Coordination: The combination of action items for your organization’s
business continuity, workforce safety and security, and assistance to local emergency
responders for this incident.

- Communications: Work product produced associated with what must be delivered, in a
very urgent manner.

- Media Control: How your organization works with other crisis communicators, in a
Joint Information Center.

- Public Information: Making sure your organization’s messages are sent, including those
specific items needed for constituent groups/stakeholders.

Strengths of this Exercise

We are interested in documenting both the strengths of your organization now for what you can
perform in crisis communications, from your plans, history of activity, etc. and the strengths of
this exercise itself. How did this exercise help acknowledge and highlight what you do well
now?

Areas for Improvement

We are also interested in both documenting the areas of improvement for your organization’s
crisis communications response and ways to improve this exercise for future use.

For internal organization improvements along the lines of changes in Plans, Organization,
Equipment, Training and (further) Exercises, please organize those suggestions/ideas along the
lines of:

- Sustain — current processes, procedures, etc. which need modification
- Improve — new processes, procedures, etc. which should be implemented (longer term)
- Quick Fix — immediate fixes which can be implemented now, with minimal overhead
costs
- Parking Lot — those items not able to be categorized in one of the prior three groups —
where further discussion and structure needs to be put in place to develop the suggestion
further
During the Hot Wash, you will be asked for you immediate thoughts on both the strengths and
areas of improvement. Please use the survey at the end of this ExPlan (Appendix C) to provide
more detailed information, within five days of the date of your FNX. Thank you.

Hot Wash 9 www.bartondunant.com
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APPENDIX A: VISUALS
Figure A.1 Overhead View of Air Field, Incident Site and ICP/JIC

Air Field
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APPENDIX B: ACRONYM LIST

AAR After Action Report

AAR/IP After Action Report/Improvement Plan

CBRNE chemical, biological, radiological, nuclear, and high-yield explosive

CEO Chief Executive Officer

CFO Chief Financial Officer

COO Chief Operating Officer

DHS U.S. Department of Homeland Security

DMORT Disaster Mortuary Operational Response Team

DoD Department of Defense

EMS Emergency Medical Services

EMT Emergency Medical Technician

EOC Emergency Operations Center

ESF Emergency Support Function

ExPlan Exercise Plan

FBI Federal Bureau of Investigation

FEMA Federal Emergency Management Agency

FNX Functional Exercise

FOIA Freedom of Information Act

FOUO For Official Use Only

HazMat Hazardous Materials

HQ Headquarters

HSAS Homeland Security Advisory System

HSEEP Homeland Security Exercise and Evaluation Program

ICS Incident Command System

IED Improvised Explosive Device

IST Incident Support Team (Urban Search and Rescue)

JIC Joint Information Center

JOC Joint Operations Center

JPIC Joint Public Information Center

JTTF Joint Terrorism Task Force

MAA Mutual-aid agreement

MCI Mass Casualty Incident

MCIP Mass Casualty Incident Plan

MOU Memorandum of understanding

NDMS National Disaster Medical System

NIMS National Incident Management System

NRP National Response Plan
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oPpP Operational Period

PAO Public Affairs Officer

PIO Public Information Officer

POC Point of Contact

ExPlan Exercise Plan

SME Subject matter expert

SOPpP Standard Operating Procedure

TCL Target Capabilities List

TTX Tabletop exercise

US&R Urban Search and Rescue

VBIED Vehicle-borne improvised explosive device

WMD Weapon(s) of Mass Destruction
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APPENDIX C: PARTICIPANT FEEDBACK FORM

Thank you for participating in this exercise. Your observations, comments, and input are
greatly appreciated, and provide invaluable insight that will better prepare us all against
threats and hazards. Any comments provided will be treated in a sensitive manner and all
personal information will remain confidential. Please keep comments concise, specific, and
constructive.

Part I: General Information
Please enter your responses in the form field or check box after the appropriate selection. These
fields may be optional, depending on the instructions from the Sponsor.

Name:

Agency/Organization Affiliation:

Position Title:

Years of Experience in Present Position:

Number of Exercises Previously Participatedin: [ |0 [ ]1-5 []5-10 [ ]15+
Exercise Role: [ ] Player [ ] Facilitator/Controller [ | Observer [ | Evaluator

How you accessed this Exercise: [ | In-Person [ ] Webinar/Virtual [_] Via Phone

Part Il: Exercise Design

Please rate, on a scale of 1 to 5, your overall assessment of the exercise relative to the statements
provided, with 1 indicating strong disagreement and 5 indicating strong agreement.

Strongly Strongly

Assessment Factor .
Disagree Agree

Pre-exercise briefings were informative and provided the necessary

information for my role in the exercise. 1 2 3 4 5

The exercise scenario was plausible and realistic. 1 2 3 4 5

Exercise participants included the right people in terms of level and
mix of disciplines.

Participants were actively involved in the exercise. 1 2 3 4 5

Exercise participation was appropriate for someone in my field with
my level of experience/training.

The exercise increased my understanding about and familiarity with
the capabilities and resources of other participating organizations.

The exercise provided the opportunity to address significant
decisions in support of critical mission areas.

After this exercise, | am better prepared to deal with the capabilities
and hazards addressed.

Appendix C: Participant Feedback Form 1 www.bartondunant.com
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Part lll: Participant Feedback

1. I observed the following strengths during this exercise (please select the corresponding
capability and applicable element related to the strength):

Strengths Core Capability Element

_ Planning
Life Safety Organization
(workforce, Equioment

responders, and the q ) p

public) Training

Exercise

Planning
Organization
Equipment
Training
Exercise

Resource
Coordination

Planning
Organization
Communications Equipment
Training
Exercise

Planning
Organization
Media Control Equipment
Training
Exercise

Planning
Organization
Public Information Equipment
Training
Exercise

O I I I [
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2. I observed the following areas for improvement during this exercise (please select the
corresponding capability and applicable element related to the area for improvement):

Areas for Improvement Core Capability Element

Planning

(Life aafety Organization

workforce, ;

responders, and the Equllpl)ment
Training

public)
Exercise

Planning
Organization
Equipment
Training
Exercise

Resource
Coordination

Planning
Organization
Communications Equipment
Training
Exercise

Planning
Organization
Media Control Equipment
Training
Exercise

Planning
Organization
Public Information | EQuipment
Training
Exercise

O O O
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Participant Feedback Form COVID-19 Reception Center and Shelter TTX

3. What specific training opportunities helped you (or could have helped you) prepare for
this exercise? Please provide specific course names if applicable.

Had You
Completed

Training Prior to This
Exercise? (Y/N)

4. Which exercise materials were most useful? Please identify any additional materials or
resources that would be useful.

5. Please provide any recommendations on how this exercise or future exercises could be
improved or enhanced.

PLEASE RETURN THIS FEEDBACK FORM TO
YOUR EXERCISE SPONSOR. THANK YOU.
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